A WIRELESS INTRUSION DETECTION SYSTEM BASED ON
OPEN-SOURCE SOFTWARE
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Abstract

The use of wireless networks is growing constantly, not only for public internet access in urban areas,
but also to connect computer equipment where wired networks would be impractical. But wireless
networks are vulnerable to numerous forms of attack, from breach of confidentiality to denial of service.
Since more and more devices can take advantage of wireless networks, and a large number of busines-
ses are relying on wireless network in their day-to-day operations, the potential consequences of these
vulnerabilities are getting increasingly serious. While proprietary solutions do exist to address these
challenges, they are often expensive and complex to use. This whitepaper describes a simple wireless
intrusion detection system, or WIDS, that can be built and operated easily using cheap off-the-shelf
hardware and open-source software.

Wireless vulnerabilities

Wireless networks are natively quite vulnerable to security issues, the WEP1 encryption weakness
probably being the most famous. Due to the nature of radio waves, a wireless network cannot be
concealed like wired local area network. This means that security relies mostly on the communication
protocols, which are not always designed and implemented correctly.

The first critical vulnerability of wireless networks is signal jamming: it is quite easy to jam the access
points’ signal using a more powerful emitter. There aren’t many solutions to that problem; techniques
like spread spectrum or frequency hopping can run afoul of the official frequency regulations, and their
use remains mostly confined to the military.

Because radio waves cannot be concealed easily, one must consider that all information transmitted
over the wireless network can be intercepted by anyone. Moreover, anyone is able to inject information
into the wireless network. This leads to a huge need in authentication, integrity and privacy measures.
WEP, one of the first wireless encryption protocols, was supposed to ensure all these three essential
properties, but has proved insecure and can be broken in a few minutes. The more recent standards,
WPA2 and WPAZ2, are considered reasonably secure for now, but do not offer full protection against
some design weaknesses in the IEEE 802.11 standard.

The first weakness lies in the fact that anyone can easily forge a MAC3 address, which the IEEE 802.11
standard uses to identify equipment on the network. Being able to forge the MAC address enables
anyone to send frames that look like they are coming from one chosen regular host.

A second design flaw, which can also lead to serious threats, is the fact that the management frames
used in several operations (such as association with an access point or roaming) are not authenticated.

Finally, several attacks exploit specific vulnerabilities in the communication stack, the drivers or the
firmware of the networking equipment.

" Wired Equivalent Privacy (deprecated)
2 Wi-Fi Protected Access
3 Media Access Control, a 48-bit quasi-unique address assigned to each network adapter
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Figure 1: The de-authentication flood attack
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A typical attack: the de-authentication flood

The diagram on the left illustrates one of the most basic — but still dramatically efficient — attacks. This
attack exploits the two previously exposed vulnerabilities, and leads to a complete denial of service on the
target(s) host(s). The attacker sends some de-authentication frames on a wireless network (one of those
many frames that are not authenticated i.e. that are accepted by any host on the wireless network even if
WPA is used), forging its MAC address to make it looks like the target one. The target (or the access point)
accepts the request and is disconnected from the network. Repeating this operation indefinitely leads to a
complete denial of service.

This attack is easily carried out using tools like aireplay-ng (included in the package aircrack-ng) or the
remarkable scapy, a tool written in Python that gives complete control over the contents of the wireless
packets.

Kismet wireless

Kismet Wireless is a powerful open-source software tool for the discovery and monitoring of wireless
networks, and can be used as an intrusion detection system. It can sniff the wireless network using a
local wireless adapter, or by gathering data captured from any piece of connected equipment that runs
the Kismet drone program.

Kismet can detect various types of intrusions (refer to the Kismet website to obtain a complete list),
using two detection mechanisms: analysis and filtering of certain bytes in each packet to discover some
very byte-specific attacks, and dedicated automata to spot unusual patterns that can be interpreted as
an attack attempt.

We have identified a number of areas were Kismet's already impressive capabilities should still be
improved to fit our purposes:

+ The detection of MAC address spoofing could be better.

+ Detected potential attacks are printed on a terminal, which forces the user to constantly monitor the
Kismet terminal to be notified of potential attacks.

+ The number of false positives (i.e. legitimate traffic flagged as an intrusion) can be fairly high; the
ability to attach a severity level to each alert would help to mitigate this problem.

The concept of Alert Managenr

In order to take care of our extra requirements while minimizing changes to Kismet itself, the best
solution was to build our new features into a separate component. Our solution was to design an Alert
Manager that receives alerts from Kismet and processes them. The major change required in Kismet
was then simply a mechanism to send alerts to the Alert Manager (other changes can optionally be
introduced in Kismet to improve detection).
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Figure 2: The Alert Manager integration
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Handling alerts

Once the alerts are extracted from Kismet, two tasks still need to be fulfilled: give a precise and mea-
ningful interpretation of each alert, and efficiently notify the user.

To achieve these goals, the Alert Manager cycles through all the alerts it receives from Kismet, and
performs various actions to evaluate the severity level of the alerts.

For example, the alert handling logic discriminates between isolated occurrences of specific events,
which can be assumed to be false positives, and repeated occurrences that signal an actual attack.
Another type of alert handling action is to try and correlate different kind of alerts. For example, several
attacks are known to use MAC address spoofing; so, if a specific alert and a MAC spoofing attempt
are both detected with the same target host, they are far more likely to indicate an attack. The alert
handling code is designed to be extensible, and ca be incrementally improved to accommodate new
detection heuristics.

Efficiently notify the user

As explained above, Kismet’s native notification mechanism is rather poor and needed to be improved.
We chose to use Nagios, an open-source network monitoring tool that enjoys an excellent reputation
and is in widespread. It allows notification via a web interface, e-mail or SMS. Nagios can monitor a
host or a service in two different ways: it can actively launch an external program/script to fetch the
required information, or it can read external commands from a file, that tell it how to update the status.
We elected to use the second mechanism, which provided a better fit for the Alert Manager. Each of
the possible alert is represented in Nagios by a different service, each of which can be in one of four
states: OK (no alerts of that type), WARNING (some alerts detected), CRITICAL (the number of alerts
has reach the predefined critical level), UNKNOWN.
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Figure 3: The Nagios service status page

Hardware requirements

Our WIDS setup requires only a few pieces of commodity hardware: a laptop or a PC to run the Kismet
server, and one or more wireless routers* running OpenWRT® and the Kismet drone programé. The
connection between the computer running the Kismet server and the various sources should be wired
to ensure that the WIDS is completely invisible on the network. The MAC addresses of the various
monitored clients of the wireless network can be provided in order to filter the alerts coming from other
wireless networks.

* For example the Linksys WRT54G

® Linux distribution for embedded devices

8 The Kismet server can use a local network adapter to sniff the network. However it requires
a specific configuration of the Kismet server program.
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The live distribution allows the
user to plug the flash drive in
any available computer, boot
from it, and immediately use
the WIDS.

Packaging the solution

The WIDS software is made up of three interoperating modules, each one with its own configuration
files. This leads to a slightly delicate installation and configuration process. The WIDS only runs un-
der Linux, since the monitoring state required for the wireless adapters can only be set with Linux
drivers’.

In order to make the final solution easier to be deployed, we have packaged the WIDS software into a
Linux live distribution (we chose BackTrack® because it is specially made for pen-testing and supports a
lot of wireless adapters), which is installed on a USB flash drive. The WIDS can thus be pre-configured
to be immediately useable at boot and both the captured data and the configuration files can be saved
on a writable partition of the flash drive.

The live distribution allows the user to plug the flash drive in any available computer, boot from it, and

immediately use the WIDS. A graphical configuration wizard written in perl-gtk helps the user to set up
the most relevant configuration options for the network to be monitored.

Known limitations

In its current status, our WIDS still raises a number of false positives, and only a detailed analysis of
the captured packets allows an experienced user to detect whether or not the alert is an actual attack.
Also, as with any other IDS, it is almost impossible to guarantee that there won’t be any false negatives.
Several improvements are possible to mitigate these limitations, especially in the level handler and in
the Kismet detection mechanisms.

Conclusion

Wireless intrusion detection is tricky, and is far from being an exact science. Apart from the attack de-
tection possibilities, the real challenge is to give more or less credit to the raised alerts and to find the
right balance between false positives and false negatives. Our chosen design allows a lot of flexibility
on both sides, and can lead to some interesting possibilities. The IEEE 802.11w project intends to
enhance the MAC layer to provide, as appropriate, mechanisms to improve data integrity, data origin
authenticity, replay protection, and data confidentiality for selected management frames. These impro-
vements will hopefully eliminate a lot of wireless vulnerabilities.
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" Windows Vista would allow a more flexible use of the network adapters
8 BackTrack is a Linux live-distribution focused on penetration testing
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