Cybersecurity

MELCASecurity

AN ELCA COMPANY

for International organizations

and NGOs

With ELCASecurity and Senthorus, the two new Swiss-based entities entirely
dedicated to cyber security, ELCA renews its commitment to customers.
International organizations and NGOs are involved in international
development, humanitarian issues, human rights work, etc. They hold vast
amounts of valuable information, often for matters of life and death. However,
they can be the ideal victim for the cybercriminals as an easy target who has
a lot to lose. ELCASecurity’s and Senthorus’ mission is to accompany The
International organizations and NGOs on their cybersecurity journey and to
protect confidentiality, integrity, and availability of their data.

Examples of challenges
Cloud Environment

ELCASecurity helps international organizations and NGOs along their journey
to/in the Cloud while building and implementing secure and compliant cyber
strategy, providing advisory, architecture and operational support aligned with
security best practices.

Data Security and Protection

Data security and protection of individuals (beneficiaries, donator) is key for
international organizations and NGOs: for beneficiaries, it is an integral part of
the protection of their life — for donors, it is a matter of maintaining trust and
funding your cause. ELCASecurity supports international organizations and
NGOs in this Data Security & Protection journey from requirements
implementation, passing through toolings with authentication and encryption,
to assessment and audit.

Third party management and MSSP/SOC

Because controlling the security of external ecosystems is important in
international context, Senthorus (MSSP-SOC) monitors on a 24/7 mode the
malicious activities, controls the security level of third parties (eg providers,
suppliers, partners) and manage incident response. Reviewing contractual
strategy to cover the gaps can also be offered to support our customers.

Crisis Management
Active preparation and anticipation steps are as fundamental as the reaction

and incident responses phases to face a crisis. ELCASecurity provides
practical and easy to use crisis and incident response plans, including services

Examples of Services

Managed Security Service
Provider and Security
Operation Center for IT/OT

A Swiss based and dedicated
monitoring center to
supervise in real time 24/7
the security level of your
information system, manage
and maintain security
platforms.

Awareness Program

Provide your collaborators an
understanding of the security
challenges and teaching
them the most efficient
reactions thanks to trainings
and exercices.

Cloud Security

Support all your projects to/in
the cloud, assess your
security and compliance
levels, but also monitor your
operational security

Data protection

Support you with all data
protection compliance
aspects through a
governance and specific
mecanisms.



from assessment and enhancement of processes through tabletop exercises
to incident response activity thanks to Senthorus (SOC).

ELCA Cybersecurity Services added value
Our Services dedicated to international orgnaizations and NGOs

To tackle the security challenges, ELCASecurity offers the following actions:

Your security challenges
Cyber Strategy, [ Awareness and| Assets* and Y 3rd-party
Key actions ’ ’ o monitoring and Access Cloud security Value proposals**
conformity and crisis data s management &
e incident management | and compliance N
regulations management | management <pon: e-seputation
Business and technical risk analysis (15027001,
Security assessments « NIST), “People, Process & Technology”

evaluation, security recommendations

Strategy definition and roadmap, conformity and
« compliance support (GDPR and other

regulations...), cloud secured migration, secured

agreements (SLA, RFP...), processes definition

Governance support «

Top table crisis exercises, awareness and
conformity trainings (GDPR...), security exercises
(phishing campaign...)

Trainings and exercises

Environment*
management
Data protection

Security solutions

Supplier management
Events correl
alerts monitoring

Incident Management

Inventories of assets, devices and 3rd party
security deviations, abnormal behaviors,
management of security solutions

Data inventory (data catalog), data classification,
data governance, regulations, roles and accesses
definition

Encryption (HSM), IAM (SSO, MFA), FAM, PAM,
elD, endpoint and server protections, GRC (0-
Trust), API, SAST/DAST, Cloud protection, OT
environment protection

Scans tools and remediation plans, 3rd party
management

24/7,S based SO
correlation, alerts defi

24/7, Swiss-based SOC : Forensics tools,
playbooks and processes follow-up and
improvement
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* All IT/OTJoT environments and assets (hardware, software)
** The listing of values is not exhaustive

Benefits:

— Value proposal : the most adapted and customized security processes and
solutions to fit with your cybersecurity needs and budget thanks to our strong
security experience and our trusted partners.

— Security expertize : more 30 technical experts with deep banking environment
experience to support our customers during their cybersecurity projects.

— Ethic : Proof of the due-care and due diligence of your company in terms of
information security.

— Trust : ELCASecurity and ELCA Group can support you all along your Contact us:
cybersecurity and also your IT journey
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